2. Simptom: aplicatie se deschide, apar{butonul de accesare aplicatie, se intra 1n
aplicatie dar campurile nu se fac vide, raman o serie de Caractere aleatorii si pagina _
returneaza o eroare Javascript. In eroare se Spune ca nu gaseste pachetul CAPICOM.. -
Solutie: Se instaleaza pachetul CAPICOM de Ia adresa
bgps:ﬂeguvernare.stsisp.ro!validare{kit cnabdep.exe. Af‘P.ﬂj nachet contine si
certificatul server-ului de aplicatii accesat de catre notari, insta.larea_ acestui kit va
elimina cazul 3.4.-3.7 (pachetul este acelasi cu cel de la adresa
httgs:ﬂeguvemare.stsisn.ro!kit/kit cnabdep.exe prezentat la inceputul prezentuluj
document ). :

Nota: Notarii vor accesa aplicatia folosind token USB, Odata cu instalarea driverelor
de token, se va instala s APICOM '

In cazui in care va apare eroarea urmatoare lg instalare CAPICOM:

R e L

i

The module "C:\Windows\systerrﬂﬂcapicom.ﬂﬁ" was
loaded but the call to DilRegisterServer failed with
error code 03800700035,

For more information about this problem; search
online using the error code as a search term,

Se apasa click dreapta pe program sj in fereastra aparuta se alege “Run as
Administrator”, '




= T@'@ administrator D

Share...
Pin to Start Menu
Add to Quick Launch

Restore previous versions

Send To
Cut
Copy

Create Shortcut
Delete

Rename

Properties

Daca apare fereastra de mai jos se alege Allow.

Don't run the program unless you know where it's from or you've used it
before.

B |i Eguvernare.oxe
= Unidentified Publisher

2 Cancel
Idon't know where this program is from or what it's for.

< Allow
Ttrust this program. I know where it's from or J've used it before.

"V Details

User Account Control helps stop unauthorized changes to your computer.

Bl S B " PRI ) SRR L g

Se urmeaza pasii normali pentru instalarea kitului.



Cauze: nu este instalat certificatul serverului.

Soluti: Se raspunde cu Yes la mesajul anterior si se urmeaza pasii urmatori:

4.1. Se raspunde cu Yes la pop-up urmator “Security alert™; *“This Web site needs to
decrypt data using your private key”. “Do you want this Web site to decrypt the

data now?”
| pr———

A

This Web site rieeds to decrypt data using your private key.

" WARNiHG:AIowiuanWtutedww:lelqmmpfiwatekeyisaeecuityridg
TMﬁﬂemﬂmmWﬂMlommﬁude&aumm

T Do youwant this Web site to decrypt the data now?

1 [ Danot shaw this dialog box again

IF you salect this check box, any Web pagas within this site will be able to

deawtdatayuihounmnptirg}uuagah-Hm.wuwilbepmmedagah
when you visit another Web sits,

:
0 Yo [ __ Mo | e
C

4.2. Se introduc informatiile in campurile aplicatiei.
4.3. Se apasa butonul “Verificare”
4.4. Apare un nou pop-up “VBScript”: Nu am gasit nici un certificat de server valid'.

ARasati 0K
¥YHScript

Nu am gasit nicl un cartificat server valid).
;  Apasati OK peniru a downloada fisierul de instalare a cartficatulu, l

Atentie! Trebuie sa aveti drepturi de administrator pe cakculator pantru 8 instala certficatul,

4.5. Apare un pop-up de download “File Download — Security Warning™: “Do you
want to run or save this file?” Se alege optiunea RUN,



File Duwnluad Securlty Warnimg

|EMXSIO Do you want to run or zave this file?

- IEfderf N— Nama: Kit_cnabdep.exe
vk

ore]oco of k et Appicatio, 2663
@ From: eguVBImare, stsisp.ro

e e |

v 79 Ketest
- D | 1‘ While files from the Intemnet canlbauwﬁd this memtygecan
) potertially harm vour computer. If you do not trust the sowee, do not
"' - EZ:‘E fun of save this software. What's the rick?
Transferreces
M Close this disiog box when download completes n
| o Dpen Clger Felder | I Cancei I o
p e ——
C

4.6. Apare un pop-up “Security Warning”: “The publisher could not be verified. Are

you sure you want to run this software?”, Se raspunde cu RUN !!.

* ‘
Sec
Internet H-rplclrr-r

Th -
o mmmmummmmmmmmm
* # loll\'ue

¥ kit_cnabe Nameé: kit_cnabdep.axe

o Estimated

[ Download
Transfer ¢

Security Warning

|

-
-

Ma&;mmﬁmm:mm

i T

@ m&mwm;wmmmmum You
o £ . clacids vt

4.7. Se instaleaza respectivul kit.



» Press Install button to start extraction.

s Use Browse button to select the destination folder
from the fokders tree. It can be also entered

» Hthe destination folder does not exist, it will be
created automatically before extraction.

Dastination foldar

In pop-up “Security warning™ “You are about to install a certificate from a
certification authority (CA) claiming to represent: “unnpr” ... “Do you want to install
this certificate?” se raspunde cu “YES” 1.

Lecurt ¥ Wa nig
) Vou are about b install & cortificatm from & Eertiication ikharity (CA) daiming to reprasent:
{n wer

W.WWMMMBMMW.MMMBMWMW.The!duw‘ngmtnml
assist you in this provwse:

Tharbiorint (shat): 60101819 CY1518FF 9616 1FOS FE320FA PZBAECAD

Warnirg:
¥ you install this rock cortificate, Mmmmmmww&ua. Irataling a certificate with an unconfiomed
WSaMM#md&WM'MﬁM

D you want to inekal this certificate?
C=d_ = |

4.8. Se reincarca aplicatia CTRL+F5. Aplicatia functioneaza. La fiecare operatiune,
este posibil sa apara pop-up de avertizare urmator “Security alert”: “This Web
site needs to decrypt data using your private key”. “Do you want this Web site to
decrypt the data now?” . Este o setare de securitate, acest pop-up poale {1 ascuns



prin alegere optiunii “Do not show this dialog box again.” Se raspunde cu YES
m

3 Pruit Alert
Tiis Web site néeds to deciypt data using your private key.
- WAHN_!NG:AlohhgmuﬂuﬁedWebeiawmmptivdekayisamkyﬁsk.
The Web sie could use your private key to compromise protected data o assume
\ your identity.
= Do you want this Wab site to decrypt the data now?
4]
.1 T Do not show this dialog box again,
If you select this check box, any Web pages within this sits will be able to
dectypt data without prompting you again. However, you will ba prompled again
when you viskt anather Web site.
n
p Yes |
c r




5. Simptom: in momentul accesirii adresei la care se gascste aplicatia
(https://egnvernare.stsisp.rofunnpt/), pot apirea anumite mesaje de averizare prin care
utilizatorul este atentionat cii serverul are un certificat care nu se regaseste printre cele
TRUSTED.

Solutie: Se instaleaza certificatul autoritatii in lista de Trusted Root Certificates
Nota: aceasta operatiune se executa o singura data pe fiecare calculator in parte,

Pentru operarea setarilor, se recomanda inchiderea browser-nlui (toate instantele) si
accesarea aplicatiei din nou.

5.1 Pentru Internet Explorer 6:

La prima accesare apare mesajul urmator; sc alege butonul “View Certificate”

security Alert

r;]“ information pou exchange with this site cannot bs viewed o
WY changed by others. However, theve is' a problom with the site's
secunty certificats, _

\  The security certficale was itsusd by & company you have

&b mmwm_%whwﬁigegoM'm
you want to brust the cadiliing suthority.

@ The sacuiy centificals date is vaid

The securily certiicate has a vaiid same inetching the name
9 of the page you ad tiing to view. m

Dayoumtbprdmd? '

Yes l | No




Clik pe “Install Certificate...”

Certificate Information

This certificate cannot be verified up to a trusted
certification aythority.

Issued to: eguvernare.stsisp.ro

Issued by: AUTORITATEA DE CERTIFICARE STS

Valid from 16.02.2009 to 16.02.2019

Issuer Statement I

—




Chick “Next”

Gereral | Dotats | Cortfication Path |

Certificate Imyport Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copy ceriificates, certificate trust
kists, and certificate revocation lists from your disk to a
certificate store,

A certificate, which is issued by a certification authority, is
& confirmation of your identity and containg iInformation
used to protect data or to establish sacure network,
connactions. A certificate store is tha system area where
certficates are kept.

To continue, dick Next,




Click “Next”, avind grija s fie bifati optiunea “Automatically select the certificate

_xl|

2

Certificate

Goneral | Detalls | Cortification Path |

Cerlificate Inwport Wizard

Certificate Store
Cutiﬁcahestorasmsvstmm%vcuﬂ‘k&esarekept.

Windows can automatically select a certificate store, or you can spacify a location for

f?mtomaucalymbcttrncertfmsmrebasedonmetypeufcuﬂftate
€ Place al certificates in the following stors

Certificate store:

e l




Click “Finish”

ol

1|

Certificate Import Wizard

Completing the Certiflcate Import
Wizard

You have succassfully completed the Certificate Import
wizard,

You have specified the following settings:
Certificate Store Selected  Automatically determined byt
Content Certificate




Click “OK”

R

Ganeral | Detals | Certification Path |

Certificate Information

Certificate Import Wizard

Issued ta: eguvernare.stsisp.ro
Issued by: AUTORITATEA DE CERTIFICARE STS

Yalid from 18.02.2009 to 16,02,2019

Mm.l Issuer Staterment I

x|




Chick “OK”

Lertificate

L

General | Detaits | Certfication Path |

Certificate Information

This certificate cannot be verified up to a trusted
certification authority.

Issued to:  eguvernare,stsisp.ro

Issued by: AUTORITATEA DE CERTIFICARE STS

Valid from 18.02.2009 to 16.02.2019

_ tnstal Corticate...|  Issuer Statement I

In fereastra initiald se alege butonul “Yes” si se intri in aplicatie.




Security Alert

lmmmm_ﬂﬁdawmbeﬁamda
changed by others. However, theie is a problem with the sie's
securly certificate.

\ The securlty cestiicate wat issued by a company vou have
o not chasen to trust, View the certificate to determine whether

g The seculy cortificate date is vaiid,

Q Thmiq.nwﬁb&ehmavaﬂdnmmddﬁuﬂnnm
of the pages you are tying Lo view.

Do you want bo procesd?

View Cerlificate

Dupa restartarea Internet Explorer, nu se va mai afisa mesajul de avertizare de mai
SUus.



3.2 Pentru Internet Explorer 7:

Click pe link-ul “Continue to this websile(not recommended).”

" terhificale Frror: Navigation Blecked  Windows Internet Luplorer

o v e
w w &8 Certificate Error: Navigation Blocked I |

g There is a problem with this website's security certificate.

The gecusity certificate presentad Dy this Weosite was ol 1Issued Dy a trustod e
ALINONY.

Security certificate oroblenms rray indicate an attemss 7o ‘ool o o inte-tept any data you
send to the se-ver,

We recommend that you close this wehpage and do not continue to this website.

® Click here to close this webpage.

@ Contue to this website (not recommendged)’ \//

@ Maore information




Click pe “Certificate Error” (in dreptul birii de adresi)

A Erierzd R e e el o i

4 RENISTERUL ACMINISTRATHN $ INTERNELOR
L Cemirud Nagiona b Administrare a Baxeler de Date privire Rvidenta Persoanslor

Click pe “View certificates™

’g Untrusted Certificate

The security cerificate presented hy this
website was notissued by a trusted
cerificate autharity.

This problera may indicate an attempt to
fool you or intercept any data you send to
the server.

We recommend that you close this
webpage.

Abaut cedificate errors




Click pe “View Certificate”, avand grija si fie selectat “AUTORITATEA DE
CERTIFICARE STS”

Certificate

General | Dstals  Certification Path |

Certification gath
B J A LEITATE G L R TIFLARE =05 o
egurvernare, stsisp.ro
' MINISTI i
;' Cantrul Nagional de Admir !
Acensts apicatie parmile vericl pu
aBUPpIa posesomior in baza de dale
CMABDEP
Accasul CONe 2ceastl aphcalie ash § (F\
de corifiuin dgidsio valabite. R _Yow Cartficate I
Ceortificate ghatus:
Meaw  [This A Root certicate i not trusted because & is not in the Trusted Root
Certification Authorities store.

—

[x




Click “Install Certificate...”

Certificate

General | Detats Certification Path |

N T -

Lertificate
General | Detais | Certiication Path |
MiNIST
a] de Admir
Certificate Information
i This CA Root certificate is not trusted. To enable trust,
: install this certificate in the Trusted Root Certification
. Authorities store.
8 verifichs pu
ban de dals I
phcalie ekth §
ahide. Issuedto: AUTORITATEA DE CERTIFICARE STS
¢ Issued by: AUTORITATEA CE CERTIFICARE 5T5
- SSU :
- [ 4
¢
Valid from 2/11/2009 ta 2{9/2019
spediarii prevederilt Tssiser Statemert |
lucrarea datelor cu
OGARILE N BAZA |




Click “Next”

Certific

ate

General | Detals Certification Path |

ds Admir
erlichn pu
a e date
ajeeniny
e
<
e [
«
1ctarii prevedenit

waraa batalarc s

Certificate

Gonerd"

This
inska
Auth

Certifivate [Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
ists, and certificate revocation fists from your diskto a
certificate store.

A certificate, which is ksued by a certification authority, is
& confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept,

Tao continue, chok MNexdt.

InstdCatﬁ:htlI Is,suergtaLf:rne-ntl II




Click “Next”, avind grijd si fie bifatd optiunea “Automatically select the certificate

"

Cettificate

pOrelMim e .

MiINIST
2l de Admir

e verkcdri pu
baze de dote
\ nhle |
|abile.

:spectarii prevederiic
ahirraraa datelnr nn

Ganerd'

EE

insta
Auth

Certificate Import Wizard

Cartificata Stara
Certificats stores are systern arsas where cortificates are kapt,

Windows can autormatically select a certificate store, or you can spacify & location for

= O Automatically select the cartificate store based on the ype of cartificatel
™ Place o certificates in the following store

Certificate shor

l Erowse., .. I

Jratall Certificate...| Issuer §tatement| ” -



Click “Finish”

Gemrd'

This
insta
Auth
8 vercin pu
aza de date
plicalle asta 5 ————
hile.
o
M |

Completing the Certificate Import
Wizard

You:;vc successfully complatad tha Certificate Import
wizard.

You have specified the Following sattings:

R R R D Automatically determined by ¢
Content Certificate
] I

< Back ||Fhish‘—\| Cancel

spectirii prevederil

firmrmem - dembn s -

M~ '
IrstdCutﬁutc...I Issuer Stabement ' ”



Se alege butonul “Yes”

A

Sevunty Wanng

L L ¢ NP U S |

mummMam&mawmm(mmmrm=
AUTORITATEA DE CERTIFICARE ST

mmvm_mwmlsactualyhm"nuroammnecmrrmsrst You should confirm its origin by contactin
"AUTORITATEA DE CERTIFICARE STS". mfmmﬂmmh&um:

Thombprink (shal): 35285477 TEGHB69B 2E832CF 90287601 o0618566

Warning:

¥ you instak this root certficate Yours Wi sutomaticaly trust any certficate issued by this CA. Instaling a certficate wth an unconfirned
15 2 socurky risk. IF you chck Ves" you acknowledge this s

Do you want to Instal this certficate? }g_’_’
e I



